CDB PDF Export on Pipeline Execution

Download a PDF report that has pipeline-execution security data

& Harness APl docs - Customer facing API docs

Where should my PDF Export go?

The PDF export should occur after all the security steps have been completed. This way the export can attach all the vulnerabilities found

for each scan.
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Create a Harness token - @ Manage API keys | Harness Developer Hub

Add a pipeline variable to the Harness token
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Example Yaml, which can be copied into a pipeline
« Modify the value for DASHBOARD_ID


https://apidocs.harness.io/tag/dashboards#operation/schedules_run_once
https://apidocs.harness.io/tag/dashboards#operation/schedules_run_once
https://developer.harness.io/docs/platform/automation/api/add-and-manage-api-keys/
https://developer.harness.io/docs/platform/automation/api/add-and-manage-api-keys/

« Verify that the TOKEN variable referenced the pipeline variable created for the Harness token

1 - step:

2 type: Run

3 name: Export PDF

4 identifier: Export_PDF

5 spec:

6 connectorRef: account.harnessImage

7 image: curlimages/curl

8 shell: sh

9 command: |-

10 EXECUTION_ID=<+pipeline.executionId>

11 ACCOUNT_ID=<+account.identifier>

12 TOKEN=<+pipeline.variables.TOKEN>

13 PIPELINE=<+pipeline.name>

14 DASHBOARD_ID=30442

15 echo 'Sleeping for a couple seconds'

16 sleep 20

17 echo 'Scheduling Report Generation'

18

19 curl --location "https://app.harness.io/dashboard/schedules/run_once?
accountId=${ACCOUNT_ID}" \

20 --header "x-api-key: ${TOKEN}" \

21 --header 'Accept: */*' \

22 --header 'Content-Type: application/json' \

23 --data-raw "{

24 \"dashboard_id\":\"${DASHBOARD_ID}\",

25 \"destination_emails\":\"hello_world@harness.io\",

26 \"file_type\":\"wysiwyg_pdf\",

27 \"name\": \"${PIPELINE}:${EXECUTION_ID}\",

28 \"filters\": \"Execution=${EXECUTION_ID}\"

29 PO

30 failureStrategies:

31 - onFailure:

32 errors:

33 - AllErrors

34 action:

85 type: Ignore

36 when:

37 stageStatus: Success



